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Draft

Pursuant to the UNMIK regulation n0.2001/26 on PagtiTransaction and in accordance with article
9 of the Rule XVIII on Clearing and Operation ofttBanent Accounts rules and procedures on

Electronic Interbank Clearing System are establishi&s stated in article 4 this procedures areirput
force aiming to ensure continuity of the interbaidaring operation unrehearsed situations

INSTRUCTION

ON BACK-UP PROCEDURES FOR EXECUTION OF THE OPERATIO NS OF THE ELECTRONIC
INTERBANK CLEARING SYSTEM OF THE CENTRAL BANKIG AUT HORITY OF KOSOVO



NOTE:
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Instruction on back-up for Electronic Interbanke&ing System (EICS) defines procedures for
back-up for the execution of EICS operatiananrehearsed situations

Commercial banks in order to participate in the &hall develop back-up procedures for
EICS operations in unrehearsed situations.

CBAK requests and instructs commercial bankgdwide their back-up location

. If commercial bank does not have its ®anok up location for execution of ICS it is necegsa

to enter into contractual agreement attleast one other commercial bank with similar
services to execute operations in payrsgstem in unrehearsed and insecure situatrons f
contractor bank location

It is commercial bank responsibility to subowopies of agreement with at least one bank for
bilateral relations for operations in paymeystem for CBAK to approve ands enable
operations in such situations.

It is commercial banks responsibility dependingpffitial decisions about preparations of
procedures or fulfilment of EICS in their lagp location or with commercial banks agreement
for mutual services for execution of operasiompayment system during a situation of
Insecurity.

It is commercial bank responsibility to submitCBAK copies of the procedures executed
during situations of insecurity in the payrhsystem.

This is not an official translation and tbfare is not in any way legally binding.



Interbank Payment Systems aOB&K 3

Decision

On minimum computer configuration and back-agation for clearing payments

1. By setting minimum configuration of computéss clearing we define types of equipment that
commercial bank shall provide during replaeetrof existing equipment for clearing with new
equipment or when they are included in exgstilearing.

2. In order to participate in the clearing, comaredrbank shall provide configuration of computads
back-up configuration located at remote locat

3.

NOTE:

Minimum configuration of computers or lower necegdar operation of commercial banks
with ICS or be included in the clearing shall @nt/include:

Hardware:
Server
PC
Dial-Up (or lease line , but prices are higher for use adddine}y
Modem

. Software:

MS Server 2003
MS SQL 2005
Windows XP

e PC
e Pentium
 RAM

This is not an official translation and tbfare is not in any way legally binding.
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* Hard disk

e Monitor

* Router

e Security card

o Firewall.........

* Windows XP workstation operative system
» Installation of required software (ICS)

4 Minimum configuration of computers for operatiamcommercial banks in order to complete
payment system operations in harsh conditionsases of interruption of communication lines
through network ( cases with e-mail) aréodlews:

« PC

e Pentium

« RAM

e Harddisk

e Monitor

* Windows XP workstation for Operative System
* Internet connection

* Reading card.

» Installation of required software

5. Computer equipment, main and reserve that reebd provided by commercial banks
6. Acording to agreement in force, computer equimina@d back-up location shall be provided by
commercial bank and be in use for six month teefimplementing clearing rules. It is banks daty t

prepare procedures for fulfillment of obligatsin emergency situations and to submit a copy to
CBAK

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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7. For equipment set out in article 3 of the decist is commercial banks responsibility to takesga
and bear expenses, installation and mainten&xpenses for maintenance of the application for
clearing system central bank will debit dirg@tcount in CBAK in accordance with applicable

fees based on the agreement contract withigeo¥ contractor.

8. Commercial bank is responsible to maintain la@al expenses for installment and maintenance of
the computer equipment from article 6 ofdigeeement and clearing application.

9. Installment and maintenance for the applicatibtine clearing system, central and reserve can be
done only by authorized companies for maintenaaf the payment system by CBAK

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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Draft

ELECTRONIC INTERBANK CLEARING AND SETTLEMENT SYSTEM

- CONTINGENCY OPERATION PLAN

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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CONTENTS:

EQUIPMENT BACKUP FOR WHOLE EICS SYSTEM

CONTINGENCY MANUAL MEASURES

INTRODUCTION

According to the article 5 of UNMIK regulation Nd.99/20, CBAK Rule XVIII on Interbank
Payment Clearing and Settlement and UNMIK Reguiata Payment Transactions 2001/26 one of
the principal objectives of the CBAK is to provide efficient and safe system for domestic payments
In accordance are the procedures on Interbank iGte@nd Settlement System (approved by the
Governing Board on May 2003) the ICS at the CBAKintan the backup ways of Interbank
Clearing system and defines the backup way forkiatl of Interbank payment operations. The
measures for the contingency ICS system paymentatpe, which system will be in effect for
responding to system emergencies. Primarilgadorm back-up of datafor whole system, and also
have available critical facilities for continuingp@rations in the event of an emergency, and have
disaster recovery procedures Understanding that the contingency measurescamuinteract the
failures in EICS in any unpredicted situation. Téosure to risk is defined and appropriate
measures are described in this manual, to preverbonteract potential failures. To satisfy the
requirement it is required that a contingency @ann effect for responding to system emergencies,
plan would be as:

1. Equipment back up for ICS system; hardware and softare installation and
maintenance in or out of site

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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1.1. A CBAK in order to maintain properly the full sgsh of Inter bank clearing and settlement

system should provide thmackup firstly for ICS and also for CBAK core accountisgstem FC.
1.2. A commercial bank in order to take part in ICSwdqrovide the backup ways for ICS in the
contingency situation

1.3. CBAKI/ICS suggest to commercial banks to providedivn back up location for the
performance of the ICS in contingency situation

l.4. If a commercial bank does not have the own bac&ogtion for the performance of the ICS, it
Is required to be ready in any way (including mamizéa exchange) but to be possible to
participate in clearing session at last to contifaetagreement with one commercial bank on the
mutual services for the performance of the paymsyggems operations in the CONTINGENCY
SITUATION

I.5. Commercial Banks is responsible, depending offieial decision to prepare the procedures
for the performance of the full EICS in own backlagation or with the commercial banks
contracted with it on mutual servicks the performance of the payments system opesiiothe
contingency situation

1.6. Commercial bank is responsible to deliver to {88 kt the CBAK a copy for the performance
of the Inter Bank payment system in Contingencyaibn

There may be any number of mediums incorporateaimihe institution to accomplish data
processing needs. Networks are increasingly prevaléhe present multi-location banking

environment. As with any other function in bankionggration of information systems presents certain

risks and may ultimately impact safety and sounslioéshe institution. For this reason, the operatio
and control over information systems should betifled and reviewed at evesjx month.

Protecting or securing information and facilitieattprocess and maintain information is vital @® th
continuity of operations. It is essential that irmi@tion be accurate, safeguarded and provided witho
interruption. In order to maintain continuity areiability of information, institutions should, at
minimum, formulate a comprehensive security plaartsure that operations and data are not
vulnerable to undue risks and exposures. The plaunld, at a minimum, address:

1) Physical security;
2) Data security; and

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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3) Backup and contingency planning.

Emergency Preparedness Plans are written as poepess plans and off-premise storage of backup
files for all critical records, to be maintainedtiie event of natural disaster or physical damage t

premises

Equipment back up for whole system; hardware and dbware installation and maintenance out
of site

A disaster recovery plan includomdata backup for whole system:

Hardware and software installation and maintenamseew and testing for security
features

Security procedures and testing

Virus checking

Procedures for verifying access authorization goaccess maintenance of the
technical security services: To guard data intggaonfidentiality and
availability

Access control

There would be a requirement for access controtivhiould restricted access; and allow access
only by authorized personnel in ICS system. Tydescoess control include among others,
mandatory access control and classification on ofreay.

l. Security purpose
The security purpose is to provide value by engbl@n organization to meet all
mission/business objectives while ensuring thatesgamplementations demonstrate due care
consideration of risks to the whole system.

Security requirements

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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Security requirements generally include both rezmoents for the presence of desired behavior

and requirements for the absence of undesired hévis normally possible to demonstrate, by
use or testing, the presence of the desired behalios not always possible to perform a
conclusive demonstration of absence of undesiredawer. Testing, design review, and
implementation review contribute significantly #ducing the risk that such undesired behavior is
present. The types and levels of protection necgsfar equipment, data, information,
applications, and facilities to meet security pplidypes and levels of protection necessary for
equipment, data, information, applications, andlifees to meet ICS security policy.

A description of minimum requirements necessaryaf@ystem to maintain an acceptable level

of security.

Security safeguards
Protective measures and controls prescribed to mheetsecurity requirements specified for a
system. Safeguards may include security featurasagement constraints, personnel security, and
security of physical structures, areas, and devidée protective measures and controls are
prescribed to meet the security requirements spddiér a system, hardware and software security
features, operating procedures, accountability gtoes, access and distribution controls,
management constraints, personnel security, ansigaiystructures, areas, and devices.

Security service

(I) A processing or communication service that isvigted by a system to give a specific kind of
protection to system resources. ICS back up pravimea layer of communicating, which ensures
adequate security of the computer, systems ordteetdansfers. Security services implement security
policies, and are implemented by security mechasismA service, provided by a layer of
communicating open systems, which ensures adegeatgity of the computer systems or of data
transfers

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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Sequence number

A time variant parameter whose value is taken feomspecified sequence, which is non-repeating
within a certain time period.

A system that provides a back up service in resgpdosequests from other system entities called
participants. A computer running a server progiauinequently referred to as a server back up (plan
to be used the old ICS system with infrastructwoth lservers and other equipments included and old
PTK dial-up connection lines)

CONTINGENCY MANUAL MEASURES

To be maintained the inter bank clearing systenoldh classic manual way in any exposure of
operational risk exist the full documented mateoiallICS proceduresaftached Il). In this case the
clearing session will be held at the CBAK buildifgr out of site) at 15.30 o’clock, where the
payment orders will be changed between the paaintggpand CBAK; full data entry processes in
manual way for all payment orders. The standardft@® should be prepared by originating banks as
single entries, paper lists of orders, or electrdites (diskettes) is identified by the CBAK stamnd
identification number and according the standamné&t requested from CBAK as is described in
detail in table below (ICS form 004, 005, 006, G0W 008) the commercial bank can patrticipate in
daily clearing session.

To meet the required effects in arrangement witttiggpants the ICS will maintain the payment
system manually via an excel-sheet (by phone, faxaterially, basing in job experience, from time
before where the ICS was implemented and a Idegitfility was needed to maintain the system).

The payment orders in the central clearing systethea CBAK to be received in manual way: by
persons (courier), via fax or through diskettedhs®guently is the registering the payment orders in
ICS (by ICS operator) and after that is the chegkirthe payments are properly accounted, and entry
onto CBAK books.

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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When the all ICS calculations have been completedlCS Manager will prepare the debit
or credit entry ticket for each bank (see the saathdormat of ICS which is presented in table bgJow
and deliver it to the accounting department fortipgsto the bank settlement accounts accompanied
by the completed form of ICS, 004, 005, 006 and @@®ount booking being in net base for all
ordinary payments and individually for urgent paytse For exchanging paper and electronic media
such as diskette files physically brought to theABBin central clearing system (clearinghouse) also
exist the following form of applications, which aecepted by all ICS participants.

FORMULARI MBI TRANSFERIN E LLOGARISE
STANDARD ACCOUNT TRANSFER FORM

Té transferuara nga / Transferredl'é transferuara nga / Transferred to

from

Numeric i llogarisé / Account Numri i llogarisé / Account
number number

Kliienti urdhérues/Ordering Emértmi |

Customer Pérfituesit/Rec.cust.name
Valuta / |Shuma / Amount Currenddmount / Amount
Currency

Ref.e klientit / Data e valutés / Value

Customer ref date

Teksti /

Text

Detajet e transakcionit /

Transaction Details

Té transferuara nga / Transferred

by

IName / Name |Adresa / Address :

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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Nénshkrimi / Signature

Nr.DI / ID No
V. V. Nénshkrimi - Signature
P.S.
ICS Form 004
Batch payments Number ofP Amount
Total:

NOTE: This is not an official translation and tbfare is not in any way legally binding.



Name of Bank
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Date,
ICS Form 005
Date
Name of Amount Brought| Number of Amount Number of
Bank Payment Orders | Received Payment
Orders
PCB
BRK
BpB
BE
RBKO
BKP
KSB
CBAK
Total
Net
(Debit 005) (Credit 006)
Authorized Signature
Interbank Payment and Settlement System -
Payment order data Name of bank
ICS 006
Amount Ordering | Ordering | Banka Emri i Receiving |Receiving Control - Type of
Nr lshuma- Cus_tomer Bank Pranl_Je_se Bankés Custo_mer Customer NI D§scrlp§|onpaymgn1
EURO Cll?nt Bank Recelvmg(Shkurtesa] em__rll . Nfs_lrr!e_ kontrollit Pérshkrimi| Lloji |__‘
urdhéruegunderuseq bank shfrytézuesil Emértimi pagesés

A4

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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[
Pérfituesit

1

2

3

4

5

6

7

8

0.00 €TOTAL
Certify that CBAK is ordering these payments on__.
Consolidated Settlement Form

Date IC807
Name of Amount | Number off Amount | Number of | Net Authorized
Bank brought | Payment |received | Payment | Difference| Signature

Orders Orders

PCB
NLBBRK
BpB
BE
RBKO
BKT
NLBKSB

NOTE: This is not an official translation and tbfare is not in any way legally binding.
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CBAK

Total

Coordinating wide system

Through communication network, which means a tedephdirectory of all relevant internal and
external communication participants (commercialksaand any other ICS client). In case of service
interruptions, the ICS should to be ready to cowth the contingency communications, by: phone,
fax, and materially through the contact personta¢at document). In case of a system failure the
commercial banks inform the ICS manager about tieblpm. The ICS/CBAK take the following
steps as are describing in above (daily sessiarg)ardination with all participants.

ICS have the register with address, telephone gfamail address, and the communication structure is
distributed also to the relevant persons in sewamaercial banks. Only ICS participants are
responsible for their own financial commitmentg\titan provide authorization service with
independence and objectivity, with qualified persginadequate testing and review of information
systems, adequate documentation of tests and §adihany corrective actions.

Gjylfidane Kastrati - Kadrijaj, Manager

Interbank Payment Systems Department

Central Banking Authority of Kosovo

33, Garibaldi Str. Prishtiné - Kosové

Tel: ++381 222 055 279; Tel&Fax: ++ 381 229 253
Email: gjylfidanek@cbak-kos.org

Web Pagewww.cbak-kos.org

NOTE: This is not an official translation and tbfare is not in any way legally binding.



